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(57)Abstract 

PROBLEM TO BE SOLVED: To realize a dynamic access and to 
improve the security for an intrusion by performing the 
protective processing of the internal resource related to an 
abrnoamlity when the occurrence of the abnormality is detected 
by an internal state monitoring means. 

SOLUTION: An internal state monitoring sensor part 22 monitors 
an operating system 26. When an abnormality is detected, a 
resource access control part 23 executes an access control 
processing for the operating system 26 and an information 
transmission part 24 notifies the other computer 1 2 entered in a 
communication destination list 25 of the detection of the 
abnormality via a private LAN 16. When the detection of the 
abnormality is notified to a computer 1 1 from the other 
computer 1 2, the information transmission part 24 notifies the 
resource access control part 23 of the detection of the 
abnormality in the other computer after the part 24 confirms 
whether the other computer 1 2 of a transmission origin is 
entered in the communication destination list 25 or not. 
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*'y h 7-^t*i 'J v'XrAT'So t, 

•J V—^^WikWt'fso £ h 7- 

cm** 2] Hut est*$$«\ tfHErtastttsaea^sfcJ: 
Bra** 3] wa5*-y h»7— ^ tc««E*nfcrtai*-y h 

^UT^S'Xf-Ao 

cm** 4] MfB^^-y.h^-^^is^^nfcft*^ 

H*SB*fT* f SWsRiH 3 f Bfc<9* y h 

7— L) -r-r ->XfA. 

£ *3SV HcfflfcJ Lpi C i:tc<fc 9> iltt L T« A*f Si£ 

^/i^s©r*"bx© / >*< ttioaaiu .Bias© 

•y hV-^-b+a'Jf-fv'Xri., 
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11*1 1 ~60^f*u^K:IS«0*y h 7-?-fe*^ U 
□WW 8] WEffl-JWttcfc^T. KtaolSS»6*ife 

1 ~7«Dl/>-rnMcfB^<D^-y h7-f-b^ U-rf > 

Dn$8t9] wet— ^worta*^.— twifefrfrsc 

fc*W«fc-rSMt#*8ewb*y h7-*Wa'Jf 
-i- ->Xf-A 0 

OWWl 0] jWiattSWcfe^T, WEr-7*;Wrt 

U flfiO»W»4±eil»IrtSKScJ*. IBOf-7 

•y h "7— ^-b4^a. U f-( ->Xfl>. 
[fW&Sl 1] *-y h7— *Jc»WUfelHW»c3s^ 

Xtf^llLTl^£*y h7— ^XxAtcttLT, 

<D*-y h7— ^-t^aD^f i-'X-xAo 
[000 1] 

r -r r 7 * — l TfflltWft* 6 ouxseJW * 
•rs. 

[0002] 

KBIM)««] HE*, *«y h«7-^*«aUfclHS(«^ 

^fiS-T7r'l' 7 7 ;U (firewall) *<^S* 
tlTV^5o 77^77t- Mt. 2S»7cfcHSffl*feO I P 

(1) -tr-trxmcu v— xtcr^-txT^s i ptk 

UX*HPJHL, (2) 7**X*B8M&SW«i6*»ofc 

©*^i3ftt?fe5o £<D&frT\ f-xvttf-'OY- (Ch 
e c k p o i n t ) ttcoaaffiT*$>-5 Flrewal 1 - 

n±, y-h7x>ff5tT*^<, zimmttiznT 

[0003] 

©*5*<IA#Ki«-SB6»Hli:L"C, (i)-t>— trx 
«tC'jy-XJCT^-tXT*t§ I P7KUX*ifii|BU 

(2) 7*-bXE»«SW, y-h7x-T (^^©77 
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•y Tift— 7 T 47 V 

MSiLfcC h eckpoin t*±<£>F irewalll 
tC'J y-XfcTS'-trXT'^S I P7 KU^CQWI^ft 

h T*^/ffi-r ^ c t * t» „ i ^<Dt\mmx'=t<ow^m 

-fi^snfc**tett*3IMV7 r -T 7 7 

[0 0 0 4] ^CT'*feB^T*(i, (l) 7r-fT>>*- 
;l/rtco<i^cD!t^T'ftA^tB^T^>/\ (2) *-<D 

[0005] 

*58Ui«4, *-y hy-^tcg^n/cltS^Wf 
5^-7 h 7->Wa 'Jf ^ i'XfAT'S^T, HufHIt 

*^tt*n/c i: ^mmmmm Lfcrtas© y y-x 
[0006] wmiwmt. »sl<h:» mzftsmm 

[0 0 0 7] flfiOM»H:J:ntf» *ttP*-y h 

ic £«tHHSy y-X^fSMii:, «JErtfiP*y h "7 
[0 0 0 8] WErt»*'y K7-*fc»RS*ifcWffll 
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y v-^offliwaa«ff * a . 

[0 0 0 9] *&K:flM)fW&K:J:*iWN **y 

SfflB*-yh7-*rtOJilBOW««4:l3S«/^»cfflJai 

[0 0 10] inffEftJW^i. DifTT'n-feXO&i:. *-y 
h7-^^^7i-X<Dh77^7?i:. fig^T 

[0 0 1 l] JMEtttHWcfc^T, Kffi»cJ:*a#0«i 

W«iRtcjSi;T, ISP^KT^xftl^^rraci: 
ic <fc 0 1+Wli U v-xofS8H«fT* ici fc 

[0 0 12] Buf2!t»ct3i,^, E«(z>*sjii»e»ftfc 

[0 0 13] milBIt^Cfc'V^T, jtte-r-TVKOrtS 
[0 0 14] Sfc, *-y hy-^tcSE^Lfclt^cfc 

[00 1 5] *fSH^m--y b^— {'■b+a'Jf^^Xf 

znmt* «A*«ttbLfc»^»cif-iwiiy v-rxofiw 

c&K:J:t). *18Wr60«Xk:»LT-b*ay^-r«rei 
[00 16] 

1 U47r-fT«>*— ;I/fcLT©tHS«, 12 
fr5 1 5«)iSSSrtLAN 1 6»cS8B(*nfclt)WI, 1 7 
ti77-f 7"7*-;H.l fc^ffll*'y h7-^fc<0SBK«: 
(fft5Uffl»-e*S. »>J**f. WWII 5fci3^T,'y1- 

^ -b X 3 v h n -;l4iJ»S^r § IfliC feu 
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trfsfctuc jatsrtLAN 1 6ic%m-£tirztti<Dft 

W®1 K 1 2~1 4^^*«A£D^«:jl*a-rS, 
[0 0 17] H'2ti, El l£>*-y F7— ^-tr^aU-r-r 

^XT^-effiffl-ratt-iwi 1 1 ©traresvr Hi***. 

2 1 (irtSWcffi^^-^/K 2 2tiWg|5«^^-fe> 
+^ 2 3&U V— XT^-feXai/ FP— ;U£I3, 2 4« 
1«$B<3tgR 2 5l±iIfctffc-Sg'JXF, 2 6t±^l^- 
f-f^'>XfA, 2 7li7P-t:X-r-7'/k 2 8t±* 
•y F7— ? F^fV^ 2 Qti^r^^XxASilSH^X 

fi,n-;k 2 i otwaaexBSBr***, 
[ooi8] rtasKMfflsa-tv^aiJzztt, *^i^f- 

flmftgasa-t; > -wij 2 2 T-sm^w* ns £ , 

2 4lcilfcn*ft, u v— XT^-fexnvFP— /1/SI52 3 

ho-/M(iMWaS«ltfU l*$fi{3tg|52 4&i§{i$fc'J 
X F 2 5 KfE«*nT^SflSMS« 1 2 t£*f LTg#* 
^ffiLfcC^ffi^rtL AN 1 63r31&LTjI£n-rS$& 

TttSB**-*. fl&ttMWl 2fr&H**tttHLfc 

2 4 &&{§7Ce>{t!lftiWi 1 2 tfiifi^SI 'J X F 2 5 IC 

ri-;WW 2 3 Kft6ffHHi-W5a*0«ttB*il» U U V 

-X7^-feXn>hD-/bg[52 3[it^b-f^y^ 
XfA2 6tcMLTT^-bXP^ha-;I/50Ji*5<tt;, 

^ . ^D-bx^iS^feJg^^M-rs c i:tc*@y$-t S„ *{* 

[0019] *»c, H2©twai l-pffli^nat- 
[0020] 08 immm 1 1 ortawwiwasT 1 - r/b 

2 1 <Dffim<D— m%fn^fc^-2&%o 8 n±yp-fexst 

jan^-Tvi/T&tK twai iool— y 1 d*esw- 
^iPifa^ieai-r ^ y p -bxistsiiPiffi^ -c ->\> f 8 3 1 

F 7-* & L < &*X H K UX*Ej2N-* * -v h 7 
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tt*X F *9<D F 7 7 -y * £>OTgfifi£f23$-r 1. h?7^ 
•y 5 WSffi? -;U F 8 6 fc«fc 9«Sfi)c£ tiS Urn— F<D 
8 7 It*— •?Z/-?T'<)V&®rr— TVl'T* 

* o » " itswa i i <D^sPiai^® 2 i o 

7^-teXa— tf7-f— ;I/F8 9fc. mJiaT^-feXn— tf 
^IB5zE-rS7 p py7A«,7-f— /I/K8 1 OtCJcOSIfiic 

[0 0 2 1] ^g|5A>6(0«A*^t/ci:t, F7 

-^^scoT^-trx^^-rs-tt— tfx^^-rs^p 

•bXtc^LT, (1) S^LTl^J-X±<OfflSf«D-/P-b 
XtfigWSnfc'K (2) :/n-fe*#»£L-r^5UU: 
CDfflifccD/ <^ >y F L 0 f So S/c. #^C0-7 T 

0 8 cox— r/Kort^te, cne>o»3S^x 

[0 0 2 2] H9ttrtSW«BBafl-fe>1rtlJ2 2*'6'JV 
— xr^-bxavha— ;P»2 3*5it>*1f$S{5aSP2 4 
tc?* LT&fiSnS ^ -y -fe— ^<DPfigfflJ%* Lfcl^T'fe 
So C^JTtis ^-ytr-^9 lt±, m%<F>WN*fe1® 
;l/ F 9 2 fc, '//l/Un— F-x- 

*#«»W-*7-r— ;WF9 3fc**rr*. /bK9 

jo ^nsrtsisyai^-^n-'^-F-r-^ti, yp-txSi 

l> '^"V hBCSSf 1 — 7/1/8 4, 
r -<;MSaf— ^l/ 8 7 FcD^m^T 

^&So 

[0 0 2 3] mi IK, yp-feX-r- r;l/2 7<0fl|fig^J 
*;brtte*lttt*" §f-7";VTfe K> , 1 Ua- FT* 1 ~ZHD 

it. &mmm 1 1 » x^->*i-u>^«$B2 72,* 

tifJfflOTi:|l81-Slff$B2 7 3. fl!!:/ , P-feX'\cD#^y 
-^0 ^27 4, X^X FeSii^O^Y y^2 7 5« *5<££f 
^— i >/*f— ^l^\<D^-Y y*2 7 >c — ;1/ F^rW-f 
So ffiRHM82 7 1 mtVX.Z' F 'J 2 7 8fflt 

OHtT# (a—If I D) ^"Tc X-5r5>a— 'J >tyflBH 

2 7 2«, ^-o^p-bxA^ r^figj , rn^j , 

feSo «WjpJfflttiHfc:Krr*1W82 7 3li, ^©yp-fe 
xA^t»^SAtti^r/Wxtc^L> r^4«j % 

50 ffi7°P-hX'\0^'f'V^2 7 4t±, ^P-bX^ 



frt3fc#to.£Ng&ft!io:/o-trx GSt:/p-bx, Z<D 
m &mi<7nTX'ry$-e&z>° ^*x hm&w^<D# 

^>^2 7 5t±, ftlr/P-bX tttWRT^fcx^X hffiig 

* 2 7 6t±, <BK7 KUXfc***y fcco^fSM^S 

*^T*«, :?*P-bX-r-:/;U2 7<Dx>HJIk fcj: 
Ifgiy h U £0i»l1f $B 2 7 1 **Jffl-T S C tick K> , 

ffl«iJBcBW*HHa2 7 3*jpJffl-rackKJ:»j, «*. 
t£^£cD^WX^<97^X^g#LT</^:/P-bX 

[0 0 2 4] 03fcJu @2lC^LfcI+P^C*il / ^T^T 
>V» 2 1 !b«f-^ U— Z/?i/7<f-L> 2 

e^eioan-r* cxx>y:/3 o , o^t% tt»ufcK 

S^— **rtfflttffi£ttr-7Vl' 2 1 oxy h U tttM 
■TS Uf7^3 2) o Xry73 2TJ*RLfc*S£» 

jesnjys&ictt* rtBity^^-fe 2 2 «t o u v 

-XT^-feXn^ha-;bg|52 3 fcBHf<Z>«£*5BSrt- 
5 (Xf77 p 3 4) o Xf'y^3 4 «il»l|g*tcS^ 
UV— XT^-bXa^hP— ;bg|52 3^7**X3yh 

n-^waa^ff-rs u^rvfz 5) „ rtgistfassa 
•b 2 2 a, $ tz, i«mz@tffi 2 4 fcannoa** 

fflfcr*-* (Xf'yy3 6) „ c^fflfcJ&SttT, *it$se 

iigis2 4 aafi$t-Ku x h 2 5 * Qmnvm^ztaz 
;* -y -b-^oafti^oftiii+flE^^^-r (x-r •> 

7° 3 7) . ^CT% 1«fBfSlg|52 4*MMt»«ll 2-1 

[0025] Bi4t±, mzicTHi^mmmcis^x. m 
fs<sigi?2 4 TMf»*&©Htt«ii»rr** 

->*^rSfit^> (Xf-y74 1) o COXf'yy4 IT'S 
ffiLfc* -yfe-^iEa*«fB*K J: 0«fll*nfet.O 
^JfflBf * (Xir-y74 2) . ^StTOrSntU^ W 
iSOXf- -y 3 c fcfc < WM*l7t§. iE 
£ fc«»r«*ifc»£, 1fitt&&8B 2 4£K>V V-X7* 
«3V FP-/WS2 3tefffitHH«"«8^bfcflflt«l 
SrTS Uf 7^4 3) o COfflfc^fcia-cJ** UV 
— X7*-bX:i>hP-/l/g|32 3A^7^-feX3>hP— 

(X-r-yTM 4) o WSti^c^r-TT^*-;!/! 1 

tc^v^T^T-rsc^^iOs tf-mii 2~i statf 
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[0026] bs& p^mm^m^^n 2103^ 

T, fftfftti lT^T^^^a-bXfDfi^c^aLfc^ 

msaa<o-fi«j^-r7P-^+-hT*s&i.o ^ 

U-f-^>y->xfi»2 6rt<o7p-bXx— :7Vl/2 7i 
yi DC^tcHWO^P-trX^^frs (X 
f'^Sl), ^tc, CcOX-r-y^T-lxWUfcaL— 9*1 
D<riKD^fT7 , P-bX^. ^§^^8^-^1/2 1 
KffijS^tifcSBP.— »f I D<D7n-bX2&<D«I<li:Jt 
«5rTS (Xfyy5 2) o ^1TtV03i-*f I DKOl^T 
/o t^T^^a-bx^^oSiJPIfl^^^^n^ -/£ 

fswxu-^s (xf7^5 3) „ wjKfl[«iB*T^ 

•y-b— S^rSiawiTS (Xf'y^5 4) „ OV>?, UV 
— X/mnyhn- yUSP2 3tcXT--y-/5 4T'ft^ 
Ufe^-y-b— ^«2S<B^-* (XT7-/5 5) o 
1«$SeagP2 4 (CX'x-yy 5 4T*^fiKLfc^-ytr-v ; ^r 
(Xf7^5 6) o Xf77'5 l'NM 

[0 0 2 7] H6(t, rtaSKJWEa"b>iHB2 2»CJ3V^ 

7-f -y^^«g LfeffiaftBl«^-7a— FT* 
§ 0 S-T, *7h7-^7Kl/XSK, ^U— r-<> 
y->XfAO*7 h»7— * F^^^ 8 «fc 0W4Bfffl$> 
0 Vr -y h iM§fil&^W#-r (Xx >y y 6 1 ) o 

7b7-?7KWS(C> rtWSif-7;l/2 He 

2) o (/^"Tn^>y hy— ^7 KL^Xtcol/^ts » 

30 (Xf77"6 3) , «MC0Xx-y^6 1^S5„ V^n 
*>(D^>y VV—irT KUXtCO^TWiffi^igx-Tl/^e: 

■fe-i^Sfi^irCS (XT776 4) „ udXf7y6 
4 T'{tfi)c Lfc^ -y -b— U V-X7 ^-bXP > K D— 
;W»2 3fCi^tf 5 (Xf77'6 5) <, $eic, 1S$fie 
ilgP2 4 -y-fe— (Xf77"6 

6) o Xf776 

[0 0 2 8] 07li, rtSISKJBffi1fi-b>-9«2 2tCtiV> 

40 T, tf7 p P-bX-e^K77'T;l/^X7 : -A'\<07'^-b 
X^Jb^LfcBfOlgWl^-r^P-^-V- hT' 
£3o SI*, f-i-y^XfAZ 6frt>(D-7T 

fy77 1) . aSttra&tttf, 77-I';1''>XtAW>' 
7fA3-/V2 9^P., 7r-r;l/7^-tx^:S*Lfc7 p 
P-bXO I Dfeit/, 7-**X«nfc77"1'/l^)I Dtf 
AflSKIfilSIH'lr >"7-ai5 2 2 {Cil»l£ tlSo * £ X\ F^gP 
ttffix-^2 1 <D*— ■/>77-r;HHlB7 L — ^8 7 
*#P.S■r*ci:^Cc^; , ^^ 7£-bx£ftfc:77'-i';i'tfi£*! 

50 m^if^*«-T5 CXt V/I 2) o ^IW^T*^: 
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tttUf, 1 ~M2>o ^Sl*fSiT*fc*Ui\ X-r 

•y77 1 T'^Lfc^D-tX I Dfre>*"Jffl#£fc\fctfie 

ztix^zfr) "gfr^mm-z &tv77 4) „ 
LT^ms. ?$m&^£VMLT. mm<D7>7-v77 1 

^a^aftl-rS^'yfe-^ffl^fiTi) (JSrv-f7 10 

5) 0 7.7-^7 5X'imLrc*-yt-z/ttVV-XT 

6) o C<D*-yfe— S*&W$gfis3ig!S2 4tCiMfI 
"T5 (X^y^ 7) o ^rVfl l'NRSo 

[0 0 2 9] &tt<0*y h7— ^ -tr^ a U-r-c ->Xt- 

at*«, ttw$u i (onmm^mm*. is*^ 

[0 0 3 0] iioti, yy-XT^-trxni/hn— ;U 

a? 2 3k*5^t. rtam^i-bv-9-ai52 2^e>ii&! 
1 0 1) o oi/^r% cflDaeofc^yfe— s?<om!taBij 

9 2tf ryaHrx^-r;UEt»ISSU ts&SfrSt^&W 
£t5 (Xx-y7*l 0 2) . *3T?aW-W*, JlffiflRiJ 
9 2^ H7-^^7i- *££I£&J Tfc* 
frgfr^TOg-f^ (Xfy/l 03), Xr7^102 
KJ3i^TB*WiiJ9 2tf rya-feXx-^HS^aSJ 

-r F 9 3 «t 0 SKSm fcJpJS* nfc^.— «f oa. 
—9*1 Dfcffitff-f £ (X-r v 71 0 4) „ O^T, )MM. 30 
=l— tfcD^a^xogBftftJI^^U— r-i' i/^X-r 
AlcS^-TS (Xr-y7l 0 5) o #Jx.tf, *^ls—7- 
* vy->XfA 2 6 t±, Xt" -y 7° 1 0 4 T*«tf# U/fca— 
if I D*EBW*1WW*»*. SWa^P-b^&aWfK*. 
Of BttffiP* i: RUftT -5 c t ic i 0 , ^f^-tftco^T 
tt*te*7 , n-teZ£j**MUL"r*. X-r>y7°l 0 3icfc 

SlSj&J T*& 2> £ nfc«£, * v -fe— 5> 9 1 £>l*3 
fiWWHf— KttM*? * -■>!/ K 9 3 J: *) 

coz^-fexSrjSHJrf 5<fc?*-y ^>^7i- X 
col3^^^S1"S (Xf-y7*l 0 7) „ flRfcf, tf^U 

xa*»c»LT, *B¥ft7 KUXKJ:*. 7 

o^T«Atii^ffli±-r5«fc?^ > y hv-^"r>^7x 

-XOf^^St-So Xfy7*l 0 3fC*5^T, SIS 
OgiJ9 2tf O-y h -7-^-0^7 x-ZBStWSJftJ 
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7— f)\/ KtelAT" ■< — Jl K 9 3 «fc 9 7 r -frt/£* 
^#-Ti> (X-r -y 71 0 9) o ^CTv C<07 7^;K0 
7 ^ -b X^— 5 -y ~> a ^SM-r 5 J; -p ^ U— -r > 
^>X-rAtcg;fc-f5 (X-r-y7l 0 9) , X^U—t 
jyf^TsT-K^ SSUV-Xtc^^T^-trX^ffll 
^Hfr&^TLTfctK UN I X->X>A£D^ <i 

— f <0ffi? 2> ^1^7*03.- 9*, =tcom<D=L— f<D 3 O 

7*t)L< tezomnz.— went m& t K> j m&& 

7^-bXSi|ffll?rll]5S-rs c 1 1, ojHgT*a&i.o 
[0031] ix±, *^0<eTS^*5!50m88lco^T 

Baaowftfc** 'J y-x^®-ri.-7 L -^ucort^o 

U V— X5rSSg-rS7 L -^l/«Drt^^rSfi-r?><fc 
[0 0 3 2] ^-y hV-9\cm&l,rdftWW£l8 

IfX, h"7— i'— a.— X^— )\si/X7-L>& 

flWJ«R«T*5fc«tc> iSXWJRfcflSUTJfflW— tT 
•y h^-^-ju— X<7)->X-ri»ti. 3.— +f A^fi* »3 co^ 

n-x-9— /^c«LT^iL/c-^-xia¥^ mis-r 
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